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				Sfruttamento vulnerabilità


				
					CVE-2024-21412: DarkGate Operators Exploit Microsoft Windows SmartScreen Bypass in Zero-Day Campaign
				


				In addition to our Water Hydra APT zero day analysis, the Zero Day Initiative (ZDI) observed a DarkGate campaign which we discovered in mid-January 2024 where DarkGate operators exploited CVE-2024-21412.
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                        This blog entry discusses the Agenda ransomware group's use of its latest Rust variant to propagate to VMWare vCenter and ESXi servers.
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                        NIST Launches Cybersecurity Framework (CSF) 2.0
                    

                    
                        On February 26, 2024, the National Institute of Standards and Technology (NIST) released the official 2.0 version of the Cyber Security Framework (CSF).
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                        TeamCity Vulnerability Exploits Lead to Jasmin Ransomware, Other Malware Types
                    

                    
                        CVE-2024-27198 and CVE-2024-27199 are vulnerabilities within the TeamCity On-Premises platform that can allow attackers to gain administrative control over affected systems.
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                        Jenkins Args4j CVE-2024-23897: Files Exposed, Code at Risk
                    

                    
                        Jenkins, a popular open-source automation server, was discovered to be affected by a file read vulnerability, CVE-2024-23897.
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                        Earth Krahang Exploits Intergovernmental Trust to Launch Cross-Government Attacks
                    

                    
                        Since early 2022, we have been monitoring an APT campaign that targets several government entities worldwide, with a strong focus in Southeast Asia, but also seen targeting Europe, America, and Africa.
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                        A Necessary Digital Odyssey of RPA and AI/ML at HUD
                    

                    
                        Explore two RPA and AI/ML use cases at HUD during the operational challenges of the longest US Government shutdown, a rigid legacy IT environment, and complex federal regulations.
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